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A LETTER FROM CREATe.ORG»

Corruption and intellectual property (IP) theft in the form of counterfeits, piracy, and trade secret theft pose significant risks
to individuals, companies, governments and societies. Interpol’s secretary-general recently noted that while 40 years of
terrorism has killed 65,000 people globally, counterfeit medicines killed 200,000 people in China in one year alone. In the
EU, an estimated €120 billion is lost to corruption in government procurement, diverting public funds from infrastructure
and water projects, health care, education, and other essential services.

Given that governments spend on average 10-15% of GDP on procurement — at an annual rate of approximately U.S. $4
trillion — governments play a critical role in establishing and enforcing the legal regimes to address corruption and IP theft.
And increasingly, governments are insisting that their own supply chains be more vigilant in managing these two significant
issues by encouraging — and in some instances requiring — specific compliance mechanisms by their own suppliers.

This whitepaper describes how counterfeiting, piracy and corruption can disrupt and taint government procurement. It
examines how governments are using procurement rules to require companies to be much more vigilant in managing
compliance, particularly with regard to anti-corruption and IP issues. It also outlines the steps government contractors and
their suppliers can take to ensure that their practices in these areas are robust, and to remain attractive as responsible
vendors to their government customers.

The Center for Responsible Enterprise and Trade (CREATe.org) has produced this whitepaper to bring awareness to these
important issues and to provide practical guidance for government contractors and their supply chain and business partners
to improve and share leading practices.

To learn more about CREATe or get involved in our efforts, please visit www.CREATe.org.

Pamela S. Passman
President and Chief Executive Officer
Center for Responsible Enterprise and Trade (CREATe.org)
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EXECUTIVE
SUMMARY »

GOVERNMENTS INCREASINGLY are using their

purchasing power to insist that government contractors

improve their business practices and clean up their supply
chains. Given some startling recent examples of bribes in-
fecting public tenders and counterfeits turning up in parts

delivered to governments—at times posing significant risks
to national security or human safety—government purchas-
ers are particularly focused on anti-corruption and intellec-
tual property (IP) compliance.

This paper describes how counterfeiting and corruption
can contaminate government procurement, and the steps
governments are taking to address these problems and to
encourage responsible, ethical business practices among
their own contractors and in the procurement supply
chain. It examines how governments are using procure-

ment rules to require companies to be much more vigi-
lant in managing compliance, particularly with regard to
anti-corruption and IP issues. It also outlines the steps
government contractors and their suppliers can take to en-
sure that their practices in these areas are robust, and will
enable them to remain attractive as responsible vendors to
their government customers.
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|.INTRODUCTION »

GOVERNMENT PROCUREMENT is a major force in the
global economy. Governments spend on average 10-15% of
GDP on procurement (and even more in some developing
countries),! amounting to a global annual tab of roughly $4
trillion.? Aside from employee salaries and social services,
procurement represents the largest share of expenditures
across all levels of government.® The U.S. Government, the
world’s single largest purchaser, also has the world’s largest
procurement budget:* it spent more than $537 billion in FY
2011 on goods and services.® Governments are the largest
purchasers of goods and services in many countries.

Although people often associate sales to governments with
big multinationals, public procurement touches companies
both large and small across the economy. In 2010, for in-
stance, small businesses received almost $100 billion in
U.S. Government contract awards.® And large government
contractors often use hundreds or even thousands of sub-
contractors of all sizes and across many markets. For exam-
ple, Lockheed Martin, one of the world’s biggest government
contractors, reportedly uses more than 40,000 suppliers.’

Given the sheer size of global government spending, govern-
ment procurement practices inevitably influence the broader
market. Recognizing this, governments often seek to lever-
age their vast purchasing power to drive improvements in
industry practice more broadly by requiring suppliers to
adhere to responsible business practices. Sometimes these
requirements are tied to broader societal goals and priorities
such as rules designed to advance worker rights® or protect
the environment.® In other cases, they both advance the
government’s own interests as a purchaser (and policy mak-
er) and help drive broader change in responsible corporate
practices. One recent notable example of this trend involves

the growing number of procurement requirements designed
to reduce corruption and eradicate counterfeit parts from
government contracting and supply chains.

While these requirements affect direct government contrac-
tors in the first instance, some apply, either legally or prac-
tically, to the millions of subcontractors and suppliers that
support them. In the United States, for instance, the Feder-
al Acquisition Regulation (FAR) governing federal procure-
ments contains hundreds of contract clauses implementing
federal statutes and regulations. Those laws and regula-
tions, as well as the FAR clauses themselves, require the
prime contractor to incorporate—or “flow down”—certain
clauses into subcontracts related to the prime contracts.
Other flow-down clauses are not mandatory, but prime con-
tractors nevertheless often flow them down to subcontrac-
tors in order to protect their interests.

As a result, government pro-
curement rules targeting
corruption and IP compliance
Increasingly require urgent
attention not only from
government contractors them-
selves, but also from millions
of supply chain companies
across the economy.

Companies involved in government contracting, either
directly or indirectly, are thus well advised to implement
robust IP compliance and anti-corruption programs and to
work with their suppliers and subcontractors to ensure they
adopt such programs as well. Initial evidence suggests that
doing so is good for business and in fact more economical
in the long run. Indeed, many of today’s best-run businesses
already are taking steps to enhance supply chain manage-
ment—a particularly crucial task in the modern global econ-
omy, where a single company’s supply chain often includes
thousands of suppliers and other business partners, some of
which may be located in markets where corruption, IP theft,
or other illegal practices are commonplace.!©
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Interpol’s secretary-general recently noted
that while 40 years of terrorism has
killed 65,000 people globally, counterfeit
medicines killed 200,000 people in
China in one year alone.

I1. How CoRRUPTION
AND IP THEFT AFFECT
GOVERNMENT
PROCUREMENT »

AS CREATE.ORG has explored in a previous whitepaper,
counterfeit products and parts in a company’s supply
chain can cause major health and safety problems, irrep-
arably damage a company'’s reputation, and expose it to
major financial liability and risk. These risks may be even
greater when the buyer is the government. The reasons in-
clude the public nature of the purchase and any follow-on
consumption; the relatively larger scale of most public
purchases; and the sensitive areas in which the supply
often takes place, such as defense and health, with higher
stakes and graver consequences.

Governments’ growing concerns about IP and anti-
corruption compliance in their supply chains are
exemplified by recent U.S. Administration and
Congressional investigations into the problem of
counterfeit parts supplied to the U.S. Department of
Defense (DoD). In the words of the U.S. Senate Armed
Services Committee, the DoD was facing a “flood of
counterfeits” in its supply chain. “Looking at just part
of the supply chain over a two-year period from 2009 to
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2010, the investigation uncovered approximately 1,800
cases of suspect counterfeit electronic parts. The total
number of individual suspect parts involved in those cases
exceeded one million.” !

The examples of counterfeits found in the U.S. Senate
Armed Services Committee and U.S. General Accounting
Office investigations into defense procurement alone
included fake airplane parts, communications and computer
systems, protective equipment, GPS systems and even seat
belts.'? These findings led to legislation requiring the DoD
to tighten requirements for defense contractors to address
counterfeits.'®> An ongoing review is likely to result in further
supplier and supply-chain compliance measures for U.S.
government suppliers more broadly.

Corruption and IP theft infect government procurement
contracts in every region of the world and across a wide
range of products and services. A small sampling of recent
headlines helps convey the scope and breadth of these
problems:

RECENT INCIDENCES OF CORRUPTION

» In April 2012, three contractors pled guilty to
conspiracy to commit bribery in a scheme involving
U.S. Naval officers in North Island, California. In ex-
change for bribes of more than U.S.$1 million in
checks, gift cards, electronics, and other products,
Naval employees allowed the contractors to circumvent
the bidding process and avoid competition for
contracts worth millions of dollars. The Naval
employees also signed off on items that were never
delivered and made payment for fictitious work orders.*


CREATe.org
http://www.create.org/news-resources/resources/health-and-safety-risks-counterfeits

» The EU Commissioner for Home Affairs, Cecilia
Malmstrom, recently stated that an estimated €120
billion is lost to corruption in government procurement
each year throughout the 27 EU Member States.!® The
anti-corruption group Transparency International has
drawn a linkage between this corruption and the
European region’s ongoing fiscal crisis.'®

» In February 2010, BAE Systems, one of the world’s largest
defense contractors, paid penalties of approximately
U.S.$450 million to the U.S. Department of Justice and the
UK Serious Fraud Office to resolve corruption claims and
charges that it had conspired to make false statements to law
enforcers about its anti-corruption undertakings. The BAE
activities at issue included arms sales in Eastern Europe, the
Middle East, and Africa.l”

» In 2007, Baker Hughes Inc., a Texas-based provider of oil
field products and services, agreed to pay more than U.S.$33
million to settle bribery charges in connection with energy
contracts in Kazakhstan, Indonesia, Nigeria, and Angola,
including charges that the company paid U.S.$5.2 million to
two agents knowing that some or all of the money was intended
to bribe government officials in Kazakhstan.!®

COUNTERFEIT PARTS AND IP THEFT IN THE GOVERNMENT SUPPLY CHAIN

» In 2008, a U.S. military engineer estimated that as many as
15% of all spare and replacement microchips purchased
by the DoD were counterfeit. As a result, “we are having field
failures regularly within our weapon systems—and in almost
every weapon system.”!? Suspect counterfeits range from
seatbelt clasps to sophisticated GPS components used in
radar systems and microprocessors used in F-15 fighter jet
control systems.?® One recent case involved “fake” Kevlar
body armor.?!

In June 2013, the Kenya Medical Association (KMA) stated
that the surge in counterfeit medicines in Kenya—which
according to some estimates account for 30% of drugs sold
in the country—was putting significant strains on Kenya's
public healthcare system. “We are spending millions in
correcting resistance to diseases such as malaria and
tuberculosis because patients unknowingly take the
[counterfeit] drugs, which have less or no medicinal value
to cure them,” stated KMA Chairman Elly Nyaim.??

v

v

In January 2012, the U.S. Air Force suspended Hong Dark
Electronic Trade Company of China and various of its
subsidiaries from further government contracting after an
investigation revealed that Hong Dark sold more than 80,000
suspect counterfeit electronic parts to DoD contractors and
that many of these parts ultimately were installed on

military aircraft. The investigation further revealed that Hong
Dark’s U.S. customer, which sold the parts to U.S. prime
contractors, discovered the counterfeit nature of the parts as
early as 2009 but failed to disclose this fact, which adversely
impacted the government’s ability to take effective

remedial action.?3

» Interpol’s secretary-general recently noted that while 40
years of terrorism has killed 65,000 people globally,
counterfeit medicines killed 200,000 people in China in one
year alone. China has been pinpointed as the primary
manufacturing source of counterfeit drugs being smuggled
into the UK, but the drugs can change hands up to 30 times
before reaching a British chemist.?*

v

According to U.S. Customs and Border Protection, counterfeit
hardware components have led to network shutdowns in
critical government systems, including the failure of a
government agency’s weather communication system.?®

v

In September 2012, Chinese national Sixing Liu, aka
“Steve Liu,” a former employee of the Space and
Navigation Division of L-3 Communications, was convicted
of stealing trade secrets relating to sensitive U.S. military
technologies and exporting them to China. The trade
secrets allegedly detailed the performance and design of
military guidance systems for missiles, rockets, target
locators, and unmanned aerial vehicles.?®

v

In November 2010, a Florida woman pleaded guilty to helping
her former employer, VisionTech, sell counterfeit computer
chips that were ultimately purchased and used by the U.S.
military. Prosecutors claimed that VisionTech would import
counterfeit chips from Hong Kong and China, then “scuff
up labels to make it impossible to tell if the devices in the
box matched the code on the labels and use ‘large erasers’
to polish up the integrated circuits when they arrived in
shoddy condition.”?” The fake chips were sold to several key
defense contractors and were often destined for use in
sensitive military products and programs.

v

In July 2013, the U.S. Department of Justice announced the
criminal indictment of a Massachusetts man for allegedly
selling counterfeit semiconductors for use on nuclear
submarines.?® The indictment charges that from February 2007
through April 2012, the defendant, through two companies
he owned and operated, purchased counterfeit semiconductors
from sources in Hong Kong and China and sold them to
customers throughout the United States, including companies
believed by the defendant to be defense contractors supplying
parts for nuclear submarines. In announcing the indictment,
the Government noted that “[t]he introduction of defective
equipment into the military supply chain can result in
product failure, property damage and even serious bodily
injury, including death. Some of these counterfeit devices can
also be preprogrammed with malicious code and enable
computer network intrusion.”??
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Governments across the globe increasingly are
prescribing specific.requirements and sanctions
i their procurement rules to guard against

these abuses and to promote responsible

business practices.

[11. EFFoORTS BY
GOVERNMENTS »

IN RESPONSE to the challenges posed by corruption and
IP theft in contractor supply chains, and to the specific

cases of corruption and counterfeit parts described above,

governments across the globe increasingly are prescribing
specific requirements and sanctions in their procure-
ment rules to guard against these abuses and to promote
responsible business practices. Sanctions may include
debarment from future government contracting and crim-
inal penalties (including prison sentences for company
officers or employees in egregious cases). In many cases,
these obligations extend to subcontractors and others in
the supply chain.

The importance of legal and regulatory compliance in U.S.

government procurement may best be illustrated by the
federal government’s crackdown on contractors during
Operation Ill Wind, a three-year investigation launched
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in 1986 by the U.S. Federal Bureau of Investigation into
corruption by U.S. government and military officials and
defense contractors.3° Several government officials were
convicted of various crimes, including an Assistant Secre-
tary of the Navy, a Deputy Assistant Secretary of the Navy,
and a Deputy Assistant Secretary of the Air Force. Dozens
of private citizens also were convicted, including several
major defense contractors, some smaller defense contrac-
tors, employees, and consultants.3! The scandal led the
U.S. Congress to pass the 1988 Procurement Integrity Act,
which regulates the pay that procurement officials can re-
ceive from contractors during the first year after they leave
government and forbids them to provide bid and proposal
information to their new employers.

Since then, the U.S. Administration has remained active
in tightening IP and ethics compliance requirements for



government contractors and their suppliers. The Federal
Acquisition Regulation (FAR), which sets out the ground
rules for contracting with the U.S. Government, was
recently amended to strengthen the rules on business
ethics and compliance. The rules now require government
contractors (with some limitations) to have a written code
of business ethics and conduct, promote a culture of com-
pliance within their organizations, train employees, imple-
ment effective internal controls, conduct periodic reviews,
and establish internal reporting mechanisms. Critically, the
rules also require prime contractors to flow down this clause
to subcontractors in many situations.®? Contractors must
have a compliance program in place within 30 days of being
awarded a government contract and provide training on the
program within 90 days.

The threat of debarment from government contracting like-
wise can incentivize government contractors to strengthen
internal compliance and extend compliance oversight to
subcontractors. For instance, U.S. law permits debarment
officials to terminate or defer debarment proceedings “in
consideration of the contractor’s agreement to change its
business processes, create or improve its ethics program
and take other remedial actions to mitigate the risk that the
misconduct will recur. Such is frequently reduced to writing
in an ‘Administrative Agreement, requiring outside, inde-
pendent oversight by a monitor or ombudsman who reports
to the debarring official.”3® U.S. debarment officials also
often consider the existence and strength of a company’s
internal controls in determining whether to bring debarment
proceedings against a contractor in the first instance.3*

Other specific examples demonstrate this trend of govern-
ments to tighten up legal liability, management systems
requirements, and ongoing review of compliance by contrac-
tors and their suppliers:

ANTI-CORRUPTION EFFORTS

» The FAR ethics rules discussed above require contractors to
disclose certain violations of criminal law in connection with
the award or performance of a government contract or
subcontract3®>—which could require contractors to disclose
corruption (or even IP theft) in their supply chains to the
extent these relate to their fulfillment of a contract.

» The EU Public Procurement Directive, 2004/18/EC, requires
Member States to adopt laws that exclude from participation
in government procurement any bidder that has been
convicted of corruption or fraud and permits them to
exclude bidders for “grave professional misconduct.”3®
The Directive also allows contracting authorities to impose
specific contract performance conditions on successful

bidders, in particular with regard to social and environmental
issues.®” Similar provisions exist in the EU Defence Procurement
Directive, 2009/81/EC.38

v

Scotland recently launched a Best Practices initiative through
its Procurement Information Hub that provides spending and
supplier data for many government contractors. The Best
Practice Indicators include core evaluation factors, such as
procuring goods and services in a lawful and ethical manner,
as well as a requirement for the delivery of quality products
and services. This is believed to be the first public sector
spending analysis of this level anywhere in Europe.3®

v

Mexico recently passed a law prohibiting acts or omissions
aimed at achieving an “unlawful advantage” in procurements
with the Mexican federal government.*? The law applies not
only to contractors, but also to suppliers and subcontractors.*!
Corporations can be fined up to $10 million for violations.*?

v

The World Bank’s guidelines on procurement using Bank
funds require suppliers, contractors, and subcontractors to
“observe the highest standard of ethics during the procurement
and execution of Bank-financed contracts.”*3 It also imposes
a range of penalties if a recipient is found to have engaged in
“corrupt, fraudulent, collusive, coercive, or obstructive
practices” in connection with the procurement—terms that
the guidelines define broadly to potentially cover a range of
illegal or unethical practices.** In many cases, a key condition
for firms found to have violated this requirement is to establish
an internal integrity compliance program; the Bank recently
published guidelines to help companies develop such programs,
which include obligations to seek compliance commitments
from suppliers and other business partners as well.*3

v

The “Integrity Pact” developed by Transparency International,
a leading anti-corruption NGO, is an innovative tool whereby
contract bidders jointly agree not to engage in various corrupt

or collusive practices.*® Because the Pacts apply to all potential
bidders, “[clompanies can refrain from bribing in the
knowledge that their competitors are bound by the same
rules.”*’ Since their inception in the 1990s, Integrity Pacts
have been used in more than 15 countries, including Argentina,
Colombia, Ecuador, Germany, Indonesia, Mexico, Pakistan,
and Paraguay.*® Governments have seen savings of 30% to
75% as a result of using the Pacts.*°

REQUIRING IP COMPLIANCE

» Executive Order (“EO”) 13103, signed by former U.S.
President Clinton on September 30, 1998, imposes obligations
on federal contractors to ensure that they are not violating IP
rights in software. Specifically, Section 1(c) of the EO
provides that “Contractors and recipients of Federal financial
assistance . . . should have appropriate systems and controls
in place to ensure that Federal funds are not used to acquire,
operate, or maintain computer software in violation of appli-
cable copyright laws.”° The Obama Administration has
committed to reviewing the steps federal agencies have taken
to implement EO 13103.5! Similarly, under California procurement
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law, a state contractor must “certify that it has appropriate
systems and controls in place to ensure that State funds will
not be used in the performance of this Contract for the
acquisition, operation or maintenance of computer software
in violation of copyright laws.”%?

Section 1603 of the National Defense Authorization Act of
2013 requires the Secretary of Defense to develop a national
strategy for reducing, to the maximum extent practicable, the
presence of counterfeit parts in the supply chain. In further-
ance of this objective, Section 807 of the Act promotes the use
of unique identification technologies to track assets in the
possession of contractors or deployed in the Armed Forces.

v

» The U.S. DoD recently proposed rules that would require
contractors to establish and maintain a counterfeit electronic
part avoidance and detection system, which would include
training, inspection and testing of electronic parts, and
mechanisms to enable the traceability of parts to suppliers.>®
The purpose of these rules would be to shift the burden of
detecting and avoiding the use of counterfeit electronic parts in
DoD procurements to contractors. To help achieve this
objective, the rule would prohibit contractors from claiming
reimbursement for the cost of replacing counterfeit electronic
parts or related corrective action cost. In anticipation of this
rule, contractors have begun demanding additional contractual
protections against counterfeit parts and negotiating the issue
of shared liability with their suppliers.®*

» In December 2011, the European Commission published a pro-
posal to revise the EU Public Procurement Directive that, in addi-
tion to reaffirming that government contracts should not be award-
ed to companies that have been found guilty of corruption or fraud,
also would authorize contracting authorities to exclude bidders for
violations of competition rules or intellectual property rights.%®

» Mexico regularly conducts audits of government agencies
to identify unlicensed software use and publicly discloses
the results. The government has begun cracking down on
non-compliant companies through audits, fines, and referrals
to tax authorities.®® Specifically, in 2010 the Mexican govern-
ment published the Administrative Manual of General Application
in the Field of Information Technology and Communications
(MAAGTIC), making implementation of the stated rules govern-
ing ICT mandatory for all federal agencies®’. After investing 2
years instituting MAAGTIC requirements within their own agency,
the Secretaria de Economia (Mexican Ministry of Economy) went a
step further by becoming the first governmental agency to become
Verafirm Certified, an 1SO 19770-1 software asset manage-
ment standards-based certification administered by BSAI The
Software Alliance. The then Secretary of Economy Bruno Ferrari
explained that the decision to adopt best practices for software
asset management reflects the Mexican government’s respect
for intellectual property and noted that the government must
lead by example in assuring no piracy is occurring.%®

In light of this growing web of government procurement rules
on corruption and IP theft,%° companies increasingly face
the need to adapt their business practices and processes,
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particularly with their supply chain, to maintain their ability
to bid on government contracts. In addition to ensuring legal
compliance and minimizing risk, effective management of
IP and anti-corruption practices also can help companies
operate more effectively and successfully.

Governments and industry have a shared interest in promoting
broader adoption of such practices. First, virtually all gov-
ernment procurement rules on corruption and IP theft target
practices that, if left unaddressed, can undermine a company’s
ability to build employee trust and loyalty, and can also divert
employee focus away from their core tasks of succeeding

on company merits. Second, the failure to root out corrup-
tion, fraud, or theft can quickly lead to a broader culture of
non-compliance within a company, affecting even core areas
that can imperil the company’s financial foundations. Third,
many of these practices can open a company to substantial
monetary liabilities to shareholders or customers, and even
criminal liability.

Industry response to the 2008 U.S. FAR ethics and com-
pliance rules, summarized above, supports this view. As
requested by Congress, the Government Accountability Office
conducted a survey in 2009 to determine, among other things,
how large DoD contractors perceived the new rules.®® While
some initially expressed concern that these rules would impose
too many costs and burdens on contractors, the survey re-
vealed that these contractors and others actually saw import-
ant benefits to the new rules. These included:

» Codifying good business practice for all contractors;

» Contributing to a company culture emphasizing business integrity;
» Providing standards that helped create a level playing field;

» Building employee trust and confidence;

» Reducing contractor liability and risk.%!

Moreover, studies have shown that a robust compliance
program can actually increase a company’s bottom line.6?
Indeed, a consortium of five of the world’s leading accoun-
tancy associations recently endorsed a model framework
that recognizes the importance of robust internal compli-
ance controls, including measures to ensure respect for
IP rights in technology.®® Conversely, companies that
fail to implement compliance programs may be subject
to liability under the U.S. Foreign Corrupt Practices Act,
False Claims Act and other laws.®* For example, a hospice
company was required to pay $6.1 million for submitting
false claims which arose, in part, from an inadequate
compliance program.®®
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suppliers, and should insist on the ability to conduct
third-party audits of relevant supplier practices.

» Foster cooperation and information sharing. Meaningful
- B EST PRACTI c ES TO transparency is difficult to achieve when each party is working

FOSTER COMPLIANCE »

AS THE PRIOR SECTIONS illustrate, governments are in-

creasingly assertive in requiring government contractors to
eliminate fraud, corruption, and IP theft from their opera-
tions and their supply chains. Given the sheer magnitude
of government spending and the potential reach of these
requirements deep into procurement supply chains, com-
panies across the economy have much to lose if they fail
to adopt adequate safeguards and compliance programs
that help root out corruption, fraud, and IP theft and also
promote a culture of integrity and legal compliance.

While any specific proposals in this area necessarily must
be tailored to the size, scope, and nature of the company
and its business, the recommendations below can help
provide a useful framework for companies to proactively
address these issues before they cause problems—and to
help government procurement officials adopt consistent,
pragmatic rules in this area that do not impose undue bur-
dens or costs on industry. Adherence to these best practic-
es will also help companies comply with many of the key
procurement compliance requirements described above,
and to improve their management systems and compliance
more generally.

» Promote transparency in supply chains. Transparency is a
cornerstone principle of nearly all government procurement
regimes because it helps eliminate opportunities for parties
to engage in corruption and theft. As the OECD notes,
“corruption thrives on secrecy.”®® Companies should strive for
greater transparency in their supply chains while also
demanding greater transparency from suppliers about their
own practices. To this end, contractors should press suppliers
to adopt robust internal controls on fighting corruption and
respect for IP rights and should work with and monitor key
suppliers to ensure that these controls are followed in practice.

v

Encourage greater supply chain accountability. Meaningful
change is unlikely to occur unless suppliers are held
accountable for their actions. Companies should include
contractual commitments that impose the same ethics and
compliance responsibilities on suppliers that apply to the
companies themselves. Contractors should strictly prohibit
suppliers from supplying counterfeit parts or engaging in any
form of IP theft or corruption. Contractors should also consider
adopting “hotlines” for anonymous reporting of problems with

in isolation and fails to share relevant information. Governments
should encourage contractors and their suppliers to share
information—both with relevant government agencies and with
other industry participants—on problematic suppliers, risk
signals, and other relevant data that can help all parties
identify potential problems and take appropriate mitigation
steps. To avoid claims of illegal collusion, contractors should
consider sharing such information through third parties that
can provide independent assessments, verify information, and
serve as a trusted repository of data.

v

Develop “risk maps” to identify high-risk activities by suppliers.
The risk that suppliers might be engaging in corrupt practices,
IP theft, or other illegal practices is likely to vary significantly
depending on the nature and scope of the contract at issue,
the types of IP used by suppliers, and other factors. Specific
risk criteria may also include changes in key management,
extensive use of subcontractors, deterioration in a supplier’s
finances, or a history of non-compliance. Companies should
work internally and collaboratively (with third-party providers,
trade associations, and others) to develop “risk maps” that
identify the highest-risk suppliers and activities, which can
then form the basis for developing targeted and cost-effective
mitigation strategies.

v

Encourage close cooperation on responsible supply chain
practices. This recommendation builds upon the sixth
recommendation in the OECD’s Principles for Integrity in
Government Procurement®” by recognizing that contractors and
suppliers play a vital role in helping maintain integrity in
procurement-and that voluntary industry action is preferable
to inflexible rules. As the OECD notes, “suppliers should . . .
be encouraged to take voluntary steps to reinforce integrity in
their relationship with the government. These include codes
of conduct, integrity training programmes for employees,
corporate procedures to report fraud, . . . [and] certification
and audits by a third independent party.”®®

Government efforts to drive improvements in responsible
supply chain practices through procurement requirements
should signal to all companies the importance of eradi-
cating corruption, fraud, and IP theft in supply chains,
particularly if those companies want to do business with
government or with other government contractors. Through
cooperation with industry and a commitment to act first
and foremost through voluntary best practices, govern-
ments and their private-sector suppliers have the potential
to achieve meaningful benefits for themselves and for
society more broadly.
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